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CANNEL I PRCA PN 23§

ACSAP Anti-Corruption Strategy and Confidentiality, Integrity, and
Action Plan Availability

AFDE Arab Federation for Digital CiB Central Inspection Board
Economy CIO Chief Information Officer

Al Artificial Intelligence CML Computer Misuse Law

API Application Programming CMS Content Management System
Interface CoA Court of Accounts

AWS Amazon Web Services COBRA Cost-Opportunity and Benefit-

BC Business Centricity Risk Analysis

BCM Business Continuity COBRAS Cost-Opportunity and Benefit-
Management Risk Satisfaction Analysis

BCMS Business Continuity COM Council of Ministers
Management System COOP Continuity Of Operations Plan

BCP Business Continuity Planning CPI Corruption Perception Index

BDL Banque du Liban CPT Current Procedural Terminology

BE Business Environment CSB Civil Service Board

Bl Business Intelligence CsC Citizens Service Center

BIA Business Intelligence and CSoC Cyber Security Operations
Analytics Center

BMT Build, Manage, and Transfer DAF Digital Assurance Framework

BOQ Bill of Quantity DAG Digital Assurance Group

BOT Build, Operate, and Transfer DCL Digital Communications Law

CA Certificate Authority DEA Data Envelope Analysis

CABF Certificate Authority Board DG Digital Government
Forum :

CAEU Council of Arab Economic Unity E(I;TC [l)\:;iicotrc:erﬂ%?gie‘:erjl'l'ransformation

CAGR gotmpounded Annual Growth Corriesion

ate

CAS Central Administration of cbo Na’F|ona.I (_:hlef Digital Ofﬂcelj
S gDOs ' Chief Digital Officers Council

cc Citizens Centricity DZU:CI Directorate of Geographic Affairs

C-CDA Consolidated-Clinical Document — -
ANl e DGSA Digital vaer_nment Solutions

CCMS Call Center Management System Di ?)?;t':lplzlflt?:;;?t?sture

ccTLD Country Code Top-Level Domain DI Sl Uit G

CCTV Closed Circuit Television DICOM Digital Imaging and

CDR Council for Development and Communications in Medicine
Reconstruction

CEDRE Conférence Economique pour le DMS Document Management System
Développement, par Les DPO Data Protection Officer
Réformes et avec les Entreprises DRL Data Retention Law

CERT Cybersecurity Emergency DRM Disaster Risk Management
Response Team DRP Disaster Recovery Planning
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Abbreviation % Abbreviatio

DSENS Digital Society Ethics, Norms, GIS Geographic Information System
and Standards GolL Government of Lebanon
DSPE Dlgltal SOCiety Policies and GovNet Government Network
E)I(c.ellence : GPS Global Positioning System
DT D!g!tal Transformat!on — GWP Gross Written Premium
DTI D!g!tal Transformat!on Inltfatlve HCI Human Capital Index
DTO D!g!tal Transformat!on Offlcer HCM Human Capital Management
DTU D!g!tal Transformat!on Unit HDC Higher Disciplinary Council
DTRU Blg_;tal Transformation Reform HIPAA Health Insurance Portability and
ni Accountability Act of 1996
DXL Data E.xchange Eayer HL7 Health Level Seven
EBML Est.abllshment of the Water of HRMS Human Resources Management
Beirut and Mount Lebanon
- R : System
EDL Electricité du Liban ICT Information Communication
EGDI E-Government Development Technologies
Index IDAL Investment Development
EHR Electronic Health Records Authonty of Lebanon
EIB European Investment Bank IEL lllicit Enrichment Law
elD Electronic Identity IHE Integrating the Healthcare
ENA Ecole nationale d’administration Enterprise
EPI E-Participation Index I-MEET Integrated Model for Evaluating
ESCWA United Nations Economic and E-government Transformation
Social Commission for Western INSEAD Institut Européen
Asia d’Administration des Affaires
ETL Extraction/Transformation/Load 10 Immediate Objective
EU European Union loT Internet of Things
FAQ Frequently Asked Questions IPL Investigatory Powers Law
FDI Foreign Direct Investment IRB Institutional Review Board
FHIR Fast Healthcare Interoperability ISACA Information Systems Audit and
Resources Control Association
FTE Full-Time Equivalent ISF Internal Security Forces
G2B Government-to-Business ISMS Information Security
G2C Government-to-Citizen Management System
G2G Government-to-Government ISO International Standards
GaaP Government as a Platform Organlzatlon. :
GBA e B e ISP Internet .Serwce P.rowc.ler
GCC Gulf Cooperation Council ISRM Information Security Risk
. . . Management
GCFF Global Concessional Financing .
Facility IT Information Technology
G-Cloud Government Cloud ITS Intelligent T.ransport Systems
GDCS General Directorate of Civil ITS Issue Tracking System
Status ITU International Telecommunication
GDLRC General Directorate of Land el
Reg|stry and Cadastre KPA Key Performance Area
GDP Gross Domestic Product KPI Key Performance |ndicat0r
GDS Government Digital Services KSA Kingdom of Saudi Arabia
Xil amige YOYYOET =YY Y Y old § B Jall Azl )"
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LB-CERT Lebanon Cybersecurity National Authority on Anti-
Emergency Response Team Corruption
LBMI Lebanon Basemap Imagery NCEI National Council for
LDE Lebanon Digital Economy Entrepreneurship and Innovation
LDT Lebanon Digital Transformation NCISA National Cyber Security and
LEO Lebanese Economic Information Systems Agency
Organization NCR National Civil Register
LGIF Lebanese Government NCSR National Council for Scientific
Interoperability Framework Research
LGIRA Lebanese Government NDA National Digital Academy
Interoperability Reference NDC National Data Center
Architecture NGO Non-Government Organization
M&E Monitoring and Evaluation NICTU National ICT Unit
MBO Management By Objectives NNA National News Association
Mbps Megabits per second NOC Network Operations Center
MCA4DT Ministerial Committee for Digital NRI Networked Readiness Index
Transformation NRSC National Road Safety Council
MCA4DT Ministerial C_ommittee for Digital NSDI National Spatial Data
Transformation Infrastructure
MEA Llelts Bt Aes NSSF National Social Security Fund
MEA Middle East Airlines OEA Order of Engineers and
MEHE Ministry of Education Architects
MENA Middle East and North Africa OECD Organization for Economic Co-
MICTC Ministerial Information and operation and Development
Communication Technology oG Open Government
Committee OGC Open Geospatial Consortium
MITC Ministerial Informat!on OGD Open Government Data
Technology Committee -
— . OGIX Open Government Information
MoA Ministry of Agriculture Exchange
MoD Ministry of Defense OGP Open Government Partnership
MOEWR Ministry of Energy and Water OMSAR Office of the Minister of State for
Resources Administrative Reform
MoF Ministry of Finance (OK]] Online Services Index
MolM Mini_stt_’y o_f -Interior and (OR] Open Systems Interconnection
Municipalities P/P Private/Public
MolT Ministry of State for Investment , -
and Technology PAD Project Appraisal Document
MoL Ministry of Labor PCM E/Iri?lissi(tjeergcy of Council of
MOOC Massive Open Online Courses PCO Public Communication Officers
MoPH Ministry of Public Health PCU Public Communication Units
MoPW Ministry of Public Works Pl Personally Identifiable
MoSA Ministry of Social Affairs Information
MoT Ministry of Telecommunications PIU Project Implementation Unit
MOU Memorandum of Understanding PK| Public Key Infrastructure
MP Member of Parliament PMDU Performance Management &
N/W Network Delivery Unit
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Abbreviation % Abbreviatio

PMO Project Management Office Sub-KPA Key Performance Sub-Area

PPAB Public and Private Advisory SUPTIP Sustainable Urban Public
Board Transport Investment Program

PPG Policy, Planning, and TBNS Tripoli Bus Network System
Governance TII Telecommunication

PPMA Public Procurement Infrastructure Index
Management Administration TTA Tripoli Transport Authority

PPP Public-Private Partnerships UAE or United Arab Emirates

QDRA Quality Reporting Document U.AE.
Architecture UINL Unified Identification Number

R&D Research and Development Law

RA Registration Authority UK or U.K. United Kingdom

RACI Responsible, Accountable, UK-GDS United Kingdom Government
Consulted, and Informed Digital Services

RAIL Right to Access to Information UN United Nations
Law UNCAC United Nations Convention

RIA Regulatory Impact Assessment Against Corruption

RL Republic of Lebanon UNCTAD United Nations Conference on

RLTT Régie Libanaise Des Tabacs & Trade and Development
Tombacs UNDESA United Nations Department of

ROI Return On Investment Economic and Social Affairs

RPTA Railway and Public Transport UNDIN Unified National Digital
Authority Identification Number

RSVP Retired and Senior Volunteer UNDP United Nations Development
Program Programme

S&T Science & Technology UNESCO United Nations Educational,

SC4DT Steering Committee for Digital Scient!ﬁc gnd Cultural
Transformation Organization

SDG Sustainable Development Goals UNICEF United Nations Children’s Fund

SDMX Statistical Data and Metadata UNODC United .Nations Office on Drugs
eXchange and Crime

SLA Service Level Agreement UPS Uninterruptible Power Supply

SMART Specific, Measurable, USA or U.S. | United States of America
Achievable, Realistic, and Timely USAID U.S. Agency for International

SME Small and Medium Enterprises Development

SMS Short Message Service uUSB Universal Serial Bus

SNOMED Systematized Nomenclature of i Bl EEnLS
Medicine WBG World Bank Group

SOA Service-Oriented Architecture WBS Work Breakdown Structure

SOC Security Operations Center WCAG Web Content Accessibility

SOG Strategic Objective/Goal Guidelines

SOPMIP Sectoral and Organizational WMS Workflow Management System
Performance Management and WPSR World Public Sector Report
Inspection Program
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ITU Global Cyber security Index (GCI) 2021 (Highest 100, Lowest 0) 30.44
UN E-Government Development Index (EGDI) Rank 2020 127
UN Online Services Index (OSI) 2020 (Highest 1, Lowest 0) 0.4176
World Bank Human Capital Index (HCI) 2020 (Highest 1,Lowest 0) 0.6567
UN Telecommunication Infrastructure Index (TII) 2020 (Highest 1, Lowest 0) 0.4123
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DISCOVERY ALPHA BETA LIVE

Start mapping the broader  Test hypotheses by building Define a minimum viable product ~ Put the team and process
service landscape prototypes in codes to explore from the successful prototype in in place to continue
researching real needsand  multiple ways how you might be  alpha. Build this as an accessible operating and improving
problems faced by users able to meet users’ needs. Do and secure service. Allow the the service. Phasing out
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Term Definition Source(s)

Authentication Security measure for checking users’ identities before they are allowed (OECD, 2007)
access to an online information system or application

AWS Outposts AWS Outposts bring native Amazon Web Services (AWS) services,

infrastructure, and operating models to virtually any data center, co-

location space, or on-premises facility.
Azure Stack Azure Stack is an extension of Microsoft Azure on-premise to consistently

build and run hybrid applications across cloud boundaries.
CLOUD Act of 2018 The Clarifying Lawful Overseas Use of Data Act or CLOUD Act (H.R. 4943)

is a United States federal law enacted in 2018 by the passing of the

Consolidated Appropriations Act, 2018, PL 115-141, section 105

executive agreements on access to data by foreign governments. The

CLOUD Act primarily amends the Stored Communications Act (SCA) of

1986 to allow federal law enforcement to compel U.S.-based technology

companies via warrant or subpoena to provide requested data stored on

servers, regardless of whether this data is stored in the U.S. or on foreign

soil.
Cloud Computing Cloud computing is a model for enabling ubiquitous, convenient, and on-
demand network access to a shared pool of configurable computing
resources, e.g. networks, servers, storage, applications, and services, which
can be rapidly provisioned and released with minimal management effort
or service provider interaction.
Data Anonymization Data anonymization is a type of information sanitization whose purpose
is privacy protection. It is the process of either encrypting or removing
personally identifiable information from datasets, so that the people
whom the data describes remain anonymous.
Data Degradation Data degradation is the gradual corruption of computer data due to the
accumulation of non-critical failures in a data storage device. The
phenomenon is also known as data decay, data rot, or bit rot.
Data Residency Data Residency refers to the physical or geographic location of an
organi‘ation's data or information. ~ Similar to data sovereignty, data

residency also refers to the legal or regulatory requirements imposed on

data based on the country or region in which this data resides.
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DICOM Digital Imaging and Communications in Medicine (DICOM) is a common (Hamadeh etal.,

format for image storage. It allows for handling, storing, printing, and 2019)
transmitting information in medical imaging.
Digital Certificate A Digital Certificate is an electronic document which conforms to ITU (Barbar, 2019)
Article X509 v3 specifications. It typically contains the signer’s name and
public key, the serial number of the certificate, and the name and Digital
Signature of the Neutral Third-Party CA (Certificate Authority) which
issued the certificate. In fact, the Digital Certificate binds together the

owner’s name and a pair of electronic keys (Public and Private) that can be

used to encrypt and sign documents.

Encrypting and Digitally signing documents using certificates issued by
Neutral Third-Party CAs provides the following assurances about

document transmission over the wild Internet:

1. It authenticates the sender to the recipient vide a Digital ID
attached to the email.

2. It preserves the Integrity of the email — Meaning that the email
received is exactly the same one that the Sender had dispatched.

3. It creates non-repudiation of the electronic communication,
meaning that neither the sender nor the recipient can deny

having not received the Digitally Signed email.

Encryption — Which allows the sender to encrypt their email coupled
with its attachments to the recipient and all copy readers, meaning that
even if a hacker intercepted the email in question, they would not be able

to decryptitand read its content.

Digital Signature Digital Signature is used to encode a message by using an asymmetric (Barbar, 2019)
cryptosystem and a hash function such that a person having the initial
message and the signer’s Public Key can accurately determine whether
the transformation was created using the Private Key that corresponds to
the signer’s Public Key and whether the initial message has been altered

since the transformation was made.

In other words, a Digital Signature refers to an electronic signature based
upon cryptographic methods of Originator Authentication, computed by
using a set of rules and a set of parameters such that the Identity of the

sender (Signer) and the Integrity of the data can be verified and issued by
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EHR

Electronic Signature

FHIR

Government Digital

Services

HL7

Definition
a Neutral Third Party called the CA and a member of the Certificate

Authority Board Forum (CABF).

Electronic Health Reld (EHR), as defined in Defining Key Health
Information Technology Terms (The National Alliance for Health
Information Technology, April 28, 2008): An electronic record of health-
related information on an individual that conforms to nationally
recognized interoperability standards and that can be created, managed,
and consulted by authorized clinicians and staff across more than one

health care organization.
There are many different electronic signatures, including:

1. Electronic Signature issued by means of a self-sign method with
no authentication of the sender.

Passwords in their various modes and without any exclusion.
Biometric Identification

Scanning your own handwritten signature

Disclaimers without any exclusion

SN

Many other formats which most of us confuse with the Digital
Signature issued by a Neutral Third Party known as a CA —
Certificate Authority, who is a member of the CABF — Certificate
Authority Board Forum which regulates and enforces its

technical standards worldwide.

An HL7 standard that is short for Fast Healthcare Interoperability
Resources and pr‘noun”ed "Fire". The standard defines “ set of "“esources”
that represent granular clinical concepts. The resources provide flexibility
forarange of healthcare interoperability problems, and they are based on
simple XML with an HTTP-based RESTful protocol where each resource
has a predictable URL.

Services provided by, but not necessarily supplied by, the public
administration to citizens, businesses, and organizations (including other
government entities) through digital information networks.

"Le”el Seven" refers to the seventh level of the International Organization
for Standardization (ISO) seven-layer communications model for Open
Systems Interconnection (OSI) — i.e. the application level. The application
level interfaces directly to and performs common application services for
the application processes. Although other protocols have largely

superseded it, the OSI model remains valuable as a place to begin the

Source(s)

(Hamadeh et al.,

2019)

(Barbar, 2019)

(Hamadeh et al.,

2019)

(OECD, 200%)

(HL7 International,

2019)

TOYYLET =Y YT Y Gl @ ) Jmdl Bl i)



Lebanan Digital Transformation

Uit b p—obyl Jg—ail Ql.i.g.‘ ‘_j g‘j)'" J_B:d’.” Wl}lﬂ!

Term Definition Source(s)

study of network architecture. HL7 standards are used for the exchange,
integration, sharing, and retrieval of electronic health information that
supports clinical practice and the management, delivery, and evaluation of
health services.

IHE Integrating the Healthcare Enterprise (IHE) is an initiative by healthcare (Hamadeh etal.,
professionals and industry to improve the way computer systems in 2019)
healthcare share information.

Impact Level The desired impact that the Government of Lebanon hopes to achieve in

support of a strategic goal. Desired impacts are reached by achieving a

series of desired outcomes.

Information and Any equipment or interconnected system (or subsystem) of equipment (OECD, 2007)

that includes all forms of technology used to create, store, manipulate,

Communication
Technology (ICT) manage, move, display, switch, interchange, transmit, or receive
information in its various forms. Such forms may include business data;
voice conversations; still images; motion pictures; multimedia
presentations, and others not yet conceived. Communication refers to a
system of shared symbols and meanings that binds people together into a
group, a community, or a culture. The word “communication” was added

to ICT to make a network of the usage of Information Technology. ICT

refers to both computer and communication technology.

Interoperability Organizations’ ability to share information systems and/or data, generally = (OECD, 2007)

based on common standards

Legal Entity Identifier  Itwas the financial crisis of 2008 that laid bare the need for a universal (Barbar, 2019)
(LEI) system of identifying Legal Entities, and despite the subsequent

development of the Global Legal Entity Identifier “LEI”, the process

continues to be notoriously complex for many businesses, especially in a

global marketplace. To investigate this issue, and to reveal the extent of

its complexity, the Global Legal Entity Identifier Foundation (GLEIF) has

worked with the London-based research agency Loudhouse.

In fact, the LEI System was developed by the G20/2011 in response to the
inability of Financial Institutions to identify organizations uniquely, so
that their financial transactions in different national jurisdiction can be

fully tracked. The technical specification for LEl is ISO 17442.

The global LEI Index is the only global online source that provides open,
standardized, and high-quality Legal Entity Reference Data. Each LEI code
contains information about an entity’s ownership structure and thus

answers the questions of (Who is Who & Who Owns Whom) among
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market participants. Therefore, it must be used by all entities of both the

private and public sectors with no exclusion.

Network Operations NOC is one or more locations from which network monitoring, control, or

Center (NOC) management is exercised over a computer, telecommunication, or satellite
network.
Outcome Level The desired outcomes that the Government of Lebanon aims to realize to

contribute towards achieving the desired impact and its associated

strategic goal.

Public Key A method for authenticating a message sender or receiver and/or (OECD, 2007)
Infrastructure (PKI) encrypting a message. PKl enables users of an insecure public network,

such as the Internet, to securely and privately exchange data using a

cryptographic key pair obtained and shared through a trusted authority. It

provides for the use of digital certificates that can identify an individual or

an organization, as well as directory services that can store, verify and,

when necessary, revoke the certificates.

Security Operations SOC is a facility that houses an information security team responsible for
Center (SOC) monitoring and analyzing an organization’s security posture on an
ongoing basis.
SMART Objectives Specific means clear, well-defined, and detailed information about who (Drucker, 1954)
contributes to the achievement of each goal, what is the targeted
accomplishment, as well as where and when the goal is to be achieved.
Measurable means the ability to measure progress toward the goal and
its ultimate achievement using objective quantitative methods.
Attainable means that goals must be motivating and challenging yet
possible to achieve because others elsewhere had already achieved such
goals. Realistic means that goals are within reach and not impossible to
reach within the time available and the constraints of human and financial
resources. Timely means that there is clarity about when each goal is to
be achieved.
Tier 4 Data Center Tier 4 data center is an enterprise class data center tier with redundant and
dual-powered instances of servers, storage, network links, and power
cooling equipment. It is the most advanced type of data center tier

whereby redundancy is applied across the entire data center computing

and non-computing infrastructure.
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